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ASPEED AST1040 & Caliptra 2.1 Subsystem Integration

World’s First Silicon with Caliptra Subsystem

End-to-end I3C streaming boot, proven on real silicon  |  AST1040 target + AST2700 BMC host  |  Caliptra 
Workshop · Oct 12, 2026
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SESSION SCOPE

ASPEED integration, proven on real silicon

01

Real silicon

Caliptra 2.1 SS runs on the actual 

AST1040 chip — not a model or 

FPGA.

Proven live today

02

End-to-end boot

AST2700 BMC streams the full boot 

path to AST1040 over I3C — host to 

Zephyr shell.

One continuous demo

03

ASPEED integration

I3C recovery target, runtime PLDM 

transport, and SoC boot handoff 

around Caliptra.

Focus of this talk

Generic Caliptra SS boot & RT FW stack were covered in the earlier session — here we focus on the 

ASPEED integration and its live proof.

Top-level view: what ASPEED built, and the on-hardware evidence that it works end to end.
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END-TO-END SETUP

Demo setup connects AST2700 host to AST1040 target

Streaming Boot Agent runs in OpenBMC user space on the AST2700.
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ASPEED INTEGRATION

AST1040 proves four boot-critical integration points

Integration point Path exercised in the demo Observable evidence

1
Native I3C recovery 

endpoint

AST2700 streams Caliptra FW, SoC manifest, and MCU 

RT over OCP streaming boot / I3C.
Host log: 3 FIFO transfers 

(182 / 34 / 248 KB)

2 ROM to runtime chain
MCU ROM initializes I3C, reaches mailbox readiness, 

downloads firmware, then jumps to MCU RT. Target log: ROM -> MCU RT

3
Mailbox and 

authorization

Caliptra accepts mailbox commands and authorizes the 

Cortex-M4 image before boot.
Target log: authorization 

complete

4 Runtime SoC handoff
PLDM Type 5 over MCTP / I3C delivers the Cortex-M4 

Zephyr image and starts the CM4 boot path. UART: zephyr~$

Topology, boot sequence, and live evidence for each checkpoint follow.
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BOOT SEQUENCE

Streaming boot flows through the I3C recovery interface

AST2700 BMC

Streaming Boot Agent

I3C · RI

Recovery interface

Caliptra core

Root of trust

Caliptra SS

Subsystem MCU

Cortex-M4

Zephyr

AST1040 SoC

Caliptra SS waits for firmware ready

Reset AST1040 (via GPO)
1

boot-go · RI_DOWNLOAD_FIRMWARE (mailbox cmd)
2

OCP streaming boot img0: Caliptra firmware
3

OCP streaming boot img1: SoC manifest
4

OCP streaming boot img2: MCU RT
5

DMA-reads RI, authenticates  →  firmware ready
6

PLDM Type 5 / MCTP / I3C: CM4 Zephyr
7

Boot Zephyr (Caliptra-authorized)
8

authorizes CM4

Phase 1 · OCP streaming boot (steps 1–6)          Phase 2 · runtime PLDM (steps 7–8)
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STREAMING BOOT

Two-phase delivery: OCP streaming boot, then runtime PLDM

0x0

Caliptra firmware

Initial Caliptra FW payload streamed 

by AST2700.

182 KB · firmware ready

0x1

SoC manifest

Image metadata and trust inputs for 

authorization.

34 KB · manifest accepted

0x2

Caliptra MCU RT

Runtime that starts the post-boot 

service path.

248 KB · MCU RT running

Phase 2 — PLDM Type 5 / MCTP over I3C: the BMC delivers the Cortex-M4 Zephyr image (~880 KB); 

Caliptra authorizes it before CM4 boot.

Streaming boot stages the trust base; PLDM then delivers and authorizes the application image — over 

the same I3C link.

PHASE 1 — OCP STREAMING BOOT  ·  three boot images streamed over I3C

PHASE 2 — RUNTIME PLDM
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LIVE DEMO · RECORDING

See the streaming boot run end to end

AST2700 host (bottom) drives AST1040 (top): reset → OCP streaming boot → PLDM → Zephyr
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LIVE DEMO · BMC HOST

AST2700 host: recovery and PLDM delivery

I3C SCL at 8 MHz (max 12.5) on purpose — each phase transition stays visible.
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LIVE DEMO · TARGET

AST1040 target: ROM to Zephyr shell

Target reaches the Zephyr shell — the Caliptra-authorized CM4 image booted.
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NEXT STEP · STREAMING BOOT AGENT

OpenBMC community is building the OCP recovery agent

OPENBMC COMMUNITY  ·  gerrit.openbmc.org, topic "ocp-fw-recovery"  ·  under review

LIBRARY

libocp

C++ library for OCP Secure Firmware 

Recovery v1.0: PROT_CAP, 

DEVICE_STATUS, RECOVERY_CTRL, 

INDIRECT_CTRL / DATA.

Protocol over a pluggable Transport

CLI TOOL

ocp-recovery-tool

Standalone BMC CLI: GetDeviceID, 

GetDeviceStatus, GetRecoveryStatus, 

PerformOCPRecovery.

Bring-up and manual recovery

UPDATE SERVICE

Recovery update daemon

phosphor-bmc-code-mgmt service: D-

Bus Software.Update from a PLDM 

package; Entity Manager config.

Not in early integration yet

GAP FOR CALIPTRA 2.x SUBSYSTEM STREAMING BOOT

No I3C transport

Community Transport is I2C / SMBus only (/dev/i2c-N, ioctl 

I2C_RDWR). The Caliptra SS recovery interface is an I3C target.

No v1.1 INDIRECT_FIFO

libocp implements the v1.0 INDIRECT_CTRL window and rejects 

FIFO-only targets; Caliptra SS streams its images through the 

FIFO.

The earlier demo used our in-house agent. This integration adds the I3C and INDIRECT_FIFO support required by Caliptra SS.

https://gerrit.openbmc.org/q/ocp-fw-recovery
https://gerrit.openbmc.org/q/ocp-fw-recovery
https://gerrit.openbmc.org/q/ocp-fw-recovery
https://gerrit.openbmc.org/q/ocp-fw-recovery
https://gerrit.openbmc.org/q/ocp-fw-recovery
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EARLY INTEGRATION · ASPEED I3C SUPPORT

ASPEED early integration adds the Caliptra I3C recovery path

BMC SOFTWARE STACK (AST2700)

ocp-recovery-tool   PerformOCPRecovery, status queries
COMMUNITY

+ ASPEED

libocp Target   OCP recovery protocol
COMMUNITY

+ ASPEED

I3CSysfsTransport   Transport over sysfs ASPEED

user ▲▼ kernel  /sys/bus/i3c/devices/<bus>-<pid>/ocp_recovery/{cmd,cmd_resp}

ocp-recovery I3C driver   binds DCR 0xBD ASPEED

Linux I3C core + AST2700 I3C controller   LINUX

I3C bus

Caliptra SS I3C — two I3C devices

OCP recovery (DCR 0xBD)
Phase 1 · streaming boot

MCTP (i3c-mctp)
Phase 2 · runtime PLDM

ASPEED OPENBMC SDK  ·  EARLY INTEGRATION

Base

Community libocp + ocp-recovery-tool (upstream review 

patchset 6); update daemon not yet

+ I3C transport
I3CSysfsTransport and --i3c option; finds the recovery device on a 

given I3C bus

+ v1.1 INDIRECT_FIFO
FIFO streaming for Caliptra SS: power-of-two chunks, up to 128 B

+ Multi-stage hand-off
Checks Recovery Pending / Awaiting Image between the three 

images

Kernel (ASPEED Linux)
ocp-recovery driver: binds DCR 0xBD; OCP recovery I3C framing 

(2-byte length + PEC)

Downstream snapshot is not the latest patchset — our feature 

work keeps tracking upstream.

https://github.com/AspeedTech-BMC/openbmc/commit/854a4ee640012c9d3a1733035285d4930fb01ada


© ASPEED Technology. Property and Confidential​

EARLY INTEGRATION · BMC LOG

ocp-recovery-tool + ASPEED I3C driver on AST2700

bmc_demo.log  —  AST2700 BMC console (OpenBMC), excerpt

root@ast2700-default:~# echo 1 > /sys/bus/i3c/devices/14c2f000.i3c15/rescan

[   92.525921] ocp-recovery 15-fffe005a10a5: ocp-recovery bound; sysfs at 15-fffe005a10a5/ocp_recovery/

root@ast2700-default:~# cat /sys/bus/i3c/devices/15-fffe005a10a5/dcr

0xbd

root@ast2700-default:~# ocp-recovery-tool --i3c -b 15 PerformOCPRecovery -i caliptra-fw_align_256.bin \

      -i ast1040a0-default-auth-manifest.bin -i ssmcu-runtime_align_256.bin

using indirect FIFO mode

[1/3] writing 'caliptra-fw_align_256.bin' (186112 bytes) to CMS 0

  128/186112 bytes (0%)  …  186112/186112 bytes (100%)

waiting for device to accept next stage...

[2/3] writing 'ast1040a0-default-auth-manifest.bin' (34560 bytes) to CMS 0

  128/34560 bytes (0%)  …  34560/34560 bytes (100%)

waiting for device to accept next stage...

[3/3] writing 'ssmcu-runtime_align_256.bin' (253952 bytes) to CMS 0

  128/253952 bytes (0%)  …  253952/253952 bytes (100%)

recovery successful

Early integration run: kernel binds the recovery device by DCR 0xBD; ocp-recovery-tool streams all three images over I3C.
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EARLY INTEGRATION · RECORDING

ocp-recovery-tool: AST1040 ROM to MCU runtime

BMC (top): rescan (ENTDAA) adds the bus-15 recovery device, ocp-recovery-tool streams; AST1040 (bottom) reaches MCU RT.
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AST1040 is ready for Caliptra 2.1 integration —

the end-to-end I3C streaming boot path is proven on real silicon.

Next: align on customer integration requirements and production boot-flow.

Early integration: community libocp + ocp-recovery-tool, extended by ASPEED for I3C.



Building a Differentiated Trust 
Architecture with Caliptra

Sudhir Mathane – AMD
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The landscape is shifting

Cloud Service Providers
• Fleet-scale trust — automate admission, 

quarantine and recovery 

• Heterogeneous TCB — CPU, GPU, NIC, DPU, BMC 
and firmware all matter 

• Platform authenticity — turn platform evidence 
into automated policy

• Operational resilience — secure update, rollback 
protection and recovery 

• Actionable attestation — evidence must drive 
policy, not just produce telemetry

Agentic AI Infrastructure
• Ephemeral identity — agents are short-lived and 

dynamically instantiated 

• Delegated authority — who is the agent acting for, 
and with what privilege? 

• Dynamic trust context — model, tools, data and 
execution environment keep changing 

• Continuous authorization — trust may need 
reevaluation at every sensitive action 

• Provenance & accountability — know which agent, 
platform and credentials caused an action

Security cannot be a one-time boot event. It becomes an operational control plane.

Two parallel shifts are redefining what platform trust needs to do.
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The ring model assumed static principals

Conventional security primitives: Authentication, encryption, integrity, access control &  attestation 

Agentic AI is a new kind of principal — not static code, not a human. The ring model wasn’t designed for it.

Ring 3 → 0 Agentic AI tenant

Short-lived. Delegated authority. Mutates per action.

Ring −1 Hypervisor / virtualization layer

Workload isolation. Changes per deployment.

Ring −2 System Management Mode (SMM)

Highly privileged. Difficult to observe.

Ring −3 SoC firmware

Persistent platform control plane.

Ring −4 Hardware Root of Trust

Stable. Minimal.

↑ most change

Traditional auth and attestation
was designed for static code
at a known privilege level.

Agentic AI changes identity,
authority and context
with every action.

↓ most stability
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A different kind of trust problem
Static attestation is necessary — but no longer sufficient.

The old model

— Authenticate once at boot

— Trust the code statically

— Ring boundaries are fixed

— Evidence = snapshot at start

The new reality

— Principal changes per action

— Delegated authority is ephemeral

— Trust context mutates continuously

— Who is the agent, really?

How does Caliptra help

— Guard assets at Ring −4

— Strong access control behind RoT

— Agent uses assets without seeing them

— Transparent, open firmware adds the 
missing trust layer

Don’t fight agentic AI evolution at Ring 0-3. Guard what it needs at Ring −4. Let agentic AI stack operate without touching the 
assets directly.
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Caliptra, one of its kind initiative

Reduce duplicated plumbing with common Root Of Trust
Build the platform-specific trust story via effective integration

Open & 
Inspectable

Datacenter 
Native

Critical Trust 
Primitives

Evolving Security 
Substrate



EPYC AMD EPYC  9006 Caliptra Integration Philosophy

Common RoT ≠ common product.  
The differentiator is the coherent platform trust architecture & boundary, evidence 

chain and operating model you build around it for desired scale.
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UC 1 - Trustworthy execution

What Caliptra authenticates, measures and records across the boot sequence.

Caliptra ROM Immutable

authenticates + measures ↓

Caliptra FW Authenticated + measured.

extends trust chain ↓

SoC FW Trust chain extended.

measures ↓

UEFI / BIOS Measured. Reset images 
recorded.

propagates ↓

x86 Components Measured boot propagated.

What this means

— Caliptra's authenticates and executes first mutable code.

— Each layer is either measured by Caliptra or by a component Caliptra already measured.
— BIOS reset images are recorded across reboots.
— The x86 measured boot can extend this chain all the way to the OS and hypervisor boundary.

BIOS reset image recording

Caliptra captures firmware images across reboots. If what runs today differs from what ran yesterday, 
you know.

There are no trusted-by-assumption components. Every layer either carries a measurement or is one.
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UC 2 - Trustworthy verifiability

One Caliptra DPE. Three contexts. Each capturing a distinct TCB.

Platform Verifier

Validates platform
attestation evidence

Host Verifier

Validates bare-metal
host attestation

SNP Verifier

Validates SNP guest
attestation

Platform Context

— Platform FW chain · SoC measurements

— UEFI / BIOS image

— Platform config state

BareMetal Host Context

— Hypervisor / VMM

— Host OS · Device config

— Hardware attestation state

SNP Guest Context

— Guest VM launch image

— VCEK / VLEK · Launch policy

— Memory encryption state

Caliptra DPE Generic DPE service  ·  Multiple independent contexts  ·  
Hardware RoT anchor

One Caliptra DPE service. Three independently verifiable trust domains. Each verifier sees only its own TCB.
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UC 3 – Owner authorization

The platform owner or the tenant defines what is allowed to run. Caliptra enforces it.

Provisioning

Platform Owner/Tenant

creates and provisions:

— Owner Auth Keys
— SoC FW Manifest

Caliptra

Enforces:

— Owner Auth Keys
— SoC FW Manifest (hashes)

Owner Auth Keys

SoC FW Manifest  (authorized module hashes)

Boot time  — Caliptra authorizes each firmware module against the manifest

Caliptra

SoC FW Manifest Hash Status

FW Module 1 3a9f1c8b... ✓

FW Module 2 b17c4a2e... ✓

FW Module N — ✗

FW Module 1 SoC ROM init ✓ Authorized

FW Module 2 Platform services ✓ Authorized

FW Module N Unknown binary ✗ Rejected

Sovereign-ready: Owner-controlled. Caliptra-enforced at every boot. No unauthorized firmware runs — regardless of who built or 
delivered the platform.
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UC 4 – Delegated attestation authority

Owner diversifies entropy. Owner endorses keys. Attestation stays sovereign.

Caliptra  — diversified attestation keys platform owner fuses entropy portion into Caliptra → key derivation is uniquely diversified per deployment

Platform Owner

GET_CSR
Endorse with owner CA
IDevID → AMD CA → Owner CA

Tenant

GET_CSR
Endorse with tenant CA
IDevID → AMD CA → Tenant CA

SNP Guest

GET_CSR
Endorse with guest CA
IDevID → AMD CA → Guest CA

SPDM Path

→  Load endorsed cert chain into SPDM responder

→  SPDM requester retrieves attestation quote

→  Quote carries delegated owner / tenant CA

SNP Path

→  Load endorsed cert chain into SNP attestation framework

→  Guest retrieves SNP attestation report

→  Report carries delegated guest CA

Platform Owner + Tenant SNP Guest

Sovereign-ready: Own the SoC before it reaches production — not just operate it.  Supply chain security built in.  Attestation 
sovereign by design.
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UC 5 – Trust but verify

Three evidence streams. One verifier. Verification plus auditability.

Venice /  Caliptra

Attestation Quote

— Signed by Caliptra (HW-rooted)

— Hash of each FW module at boot

— Freshness + lifecycle state

AMD

Reference Measurements

— Approved hash per FW module

— Published per firmware version

— Signed by AMD

OCP SAFE Auditors

Short Form Reports (SFR)

— Hash of audited FW module

— Security health assessment

— Published per module + version

Verifier

Quote hash  : Reference hash : Audited hash

Trusted  +  Auditable deployment

The SFR hash is the link: same hash in the quote, the reference and the audit report — not just verified but independently 
audited.



Integration Best Practices 
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Integrator reality: the security value lives in the seams

A clean block integration is necessary. A coherent platform integration is what customers actually consume.

CALIPTRA
RoT foundation

Reset • clock • power

Who comes up first? What is trusted before Caliptra is 
ready?

Boot • update • recovery

What is authenticated, measured, recoverable and 
rollback-protected?

Lifecycle • fuses • debug

Manufacturing, production, service and failure states 
must be intentional.

Host interface • mailbox

Ownership, concurrency, timeouts and error semantics 
become security contracts.

Measurements • attestation

Claims must map cleanly to platform state and 
customer policy.

Manufacturing • PSIRT

Provisioning and vulnerability intake are part of product 
security, not “after launch.”

Best practice #0: create a written integration contract for every seam.
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Best practice #1 — define the trust boundary before writing RTL

Passive MODE

SoC retains more platform boot / update responsibility

Caliptra
ROM / FW SoC ROM FW

Decide explicitly:

• Which early state must be stashed/measured?
• Who owns update and recovery?
• When is attestation valid or invalid?

SUBSYSTEM MODE

Caliptra becomes a broader RoT service for the SoC

Caliptra
Subsystem

SoC FW /
Services

Decide explicitly:

• Service boundaries and API ownership
• Recovery / streaming-boot behavior
• Crypto service and key-release policy

Anti-pattern: “we will decide the TCB later.”  By then, the boot path and lifecycle architecture have already decided it for you.
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Best practice #2 — treat boot choreography as security architecture
Reset ordering, measurement timing and failure behavior are part of the trust claim.

Power / POR Caliptra SoC ROM Mutable FW Platform

Release / initialize

Start immutable boot

ready_for_fw

Load Caliptra FW / command

Authenticate + measure + start

Stash security-sensitive early measurements

Verify / measure downstream FW

Release platform services

Design the negative path with equal rigor: timeout • bad signature • SVN rollback • measurement overflow • mailbox contention • reset during update
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Best practice #3 — make LCS, DFT & debug part of the same model
A production RoT is only as strong as the least-controlled path around it.

1  MANUFACTURING

Bring-up / test

• Test access is expected
• Secrets may not exist yet
• Audit all state transitions

2  PROVISIONING

Identity / fuses

• Program lifecycle intent
• Bind identity and policy
• Make irreversible acts explicit

3  PRODUCTION

Customer operation

• No implicit bypasses
• Debug requires policy
• Attestation reflects security state

4  SERVICE / RMA

Controlled exception

• Define allowed unlocks
• Protect customer secrets
• Record / constrain recovery

Three invariants to verify across every lifecycle state

Secrets Are roots and derived keys inaccessible 
through test/debug paths? Execution Can DFT/DFD redirect the RoT into an 

unplanned flow? Evidence Does attestation accurately expose the 
security/debug state?
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Best practice #4 — turn attestation into a product contract
The valuable output is not a quote. It is an evidence chain a customer can automate against.

Silicon identity

Device / RoT identity

Measured state

Boot + security-relevant state

Platform evidence

Claims + endorsements + 
versioning

CSP policy

Allow / quarantine / remediate

Workload / agent

Release credential / data / 
capability

Integrator checklist Stable claim semantics

What does each measurement 
actually prove?

Versioned collateral

Can customers map evidence to 
an approved reference?

Failure semantics

What happens on missing, stale 
or partial evidence?

Policy action

Which automated decisions are 
safe to make?

Attestation without a defined policy action is telemetry.  Attestation with stable semantics becomes infrastructure.
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Best practice #5 — make upstream security part of product lifecycle
Open source reduces opacity. It does not remove the integrator’s ownership.

UPSTREAM

Release / patch

Caliptra tag, docs, 
advisories

INGEST

Pin + reproduce

Immutable sources and 
toolchain

REVIEW

Delta + threat 
model

What changed in our 
integration?

VALIDATE

Security + SoC 
regressions

Positive and negative 
paths

QUALIFY

Product release

Version, collateral, 
rollback plan

OPERATE

PSIRT + field 
update

Vulnerability intake and 
mitigation

Best integrators treat Caliptra like a security dependency with a product owner, a reproducible bill of materials, and a vulnerability-response path.
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Workshop agenda

Caliptra Workshop

Architecture and Firmware

• Subsystem features and design principles

• Caliptra Core and MCU responsibilities

• SDK services and integrator extensibility

• SPI flash, I3C and USB streaming boot

• Two-phase boot and runtime handoff

• Environment setup, emulators and tests

02



Caliptra Subsystem

Caliptra Workshop 03



Caliptra 2.x security: ML-DSA & ML-KEM with Adams Bridge, DICE extensions, AES, PQC 

key-vault extensions and PQC PCR signing.

Subsystem support: AXI DMA assist, manufacturing and product debug unlock, UDS 

programming and streaming boot.

Lifecycle and fuse controller integration.

OCP streaming boot over I3C.

Caliptra Subsystem Features

Caliptra Workshop 04



Consistent

Common secure boot, measured boot, 

attestation, recovery and streaming boot. 

Standards include TCG, DMTF, OCP and 

PCIe.

Compliance objectives

OCP SAFE, FIPS 140-3 readiness and 

the Caliptra trademark.

Open and extensible

Open development on GitHub. An SDK 

for integrator-specific RoT applications.

Secure and safe

Security and isolation practices. 

Memory-safe development in Rust.

Design Principles

Caliptra Workshop 05



• Combination of Caliptra 2.0 and MCU

• Caliptra 2.0 provides the security 
services

• Caliptra MCU provides the RoT 
services for the SoC and Platform

Subsystem Stack

Caliptra Workshop 06



• Caliptra 2.x comprises of consortium 
governed ROM, FMC and Runtime

• Caliptra 2.x provides foundational security 
features for MCU

• Quantum Resilient DICE

• OCP Recovery Boot

• Classical and Post Quantum 
Cryptography API support

• Debug Unlock support

• Quantum Resilient DPE

Caliptra 2.x

Caliptra Workshop 07



MCU Stack

Caliptra Workshop 08



• Stacks & API

➢MCTP & PLDM

➢PLDM Firmware Update

➢OCP Streaming Boot

➢SPDM 1.4 based Attestation and 
Secure Sessions

➢PCIe IDE & TDISP support

➢Measurement API to support SoC 
measured boot

➢SPI Flash Boot

➢ Image Loading

➢Firmware Update infrastructure

➢Ownership Transfer

• Development Tools

➢Emulators, RTL Simulators & FPGA

• Reference MCU ROM

➢Reference MCU ROM implemented in 
Rust

➢ Illustrates integration b/w Caliptra 2.x 
and MCU

• Tock Kernel

➢Provides user/kernel mode isolation 
via RISCV MPU

➢Driver Model for extensibility

MCU SDK

Caliptra Workshop 09



• RoT Applications

➢Allows integrators to synthesize ROT 
applications specific to their use cases

➢Allows extensibility points for 
integrator specific message handlers 
for external communication

➢Enables running of legacy C code 

➢Allows multiple application isolation 
via Tock kernel & MMU

• ROM Development

➢MCU ROM is integrator specific

➢Ability to extend the reference Rust 
ROM to build MCU-specific ROM

• Drivers

➢Flexible & async driver model 
provided by Tock kernel

➢SoC specific drivers (UART, SPI, 
IDE/TDISP, etc.)

• SOC API & Stacks

➢Ability for SOC to provide their own 
stack and user mode interfaces

Integrator Extensibility

Caliptra Workshop 10



Upcoming Enhancements

Caliptra Workshop 11

01 In-Field Provisioning

Enhancing authorized command 

support to enable secure, flexible, and 

robust provisioning directly in field 
deployments.

Next steps to include better vendor and 
owner flexibility with plans to intercept 

the next version of the SPDM 
authorization specification (DSP0289).

02 OCP EAT Attestation

Expanding OCP Entity Attestation 

Token (EAT) support to strengthen 

platform identity and remote attestation 

trust chains with a uniform solution.

03 Caliptra 2.2 Integration

Upgrading ROM and firmware support to 
include Caliptra 2.2 hardware to 
leverage next-generation Silicon Root of 
Trust security architectures.

Streamlining component modularity to reduce dependencies and boost system stability, while providing clean APIs to easily 
empower third-party vendor extensions.

Modularity & Extensibility04



Planned compliance targets:

Caliptra Trademark

OCP SAFE

FIPS 140-3

Planned support for running the FIPS ACVP test 

suite.

Compliance and trademark plans

Caliptra Workshop 11



• Supported Topologies

➢ Single flash: one device split into primary 
(active image) and recovery halves

➢ Dual flash: two devices on separate chip 
selects - flash 0 primary, flash 1 recovery

Scaling and Partitions

➢Multi flash: multiple controllers and devices 

for scale and redundancy

➢Primary flash may also hold staging, 

certificate, and log partitions

➢Recovery flash always carries a known-good 

image

FLASH

SPI

Caliptra Subsystem – SPI Flash

I3C Recovery 
Interface

OCP Recovery target

MCU ROM and 
Runtime

PLDM image loader

Caliptra Core
Authenticates vs SoC 

Manifest

Target locations
MCU RT, SoC Manifest, and SoC images placed at their AXI addresses

SPI Flash Boot

Caliptra Workshop 12



• Streaming the Images

➢ A recovery agent, typically a BMC, streams 
the PLDM T5 package over I3C

➢ AXI streaming bypass lets the MCU write 
images directly, skipping I3C protocol logic

• Recovery Interface

➢ I3C interface acts as a target device 
implementing the OCP Recovery 
specification

➢ MCU ROM initializes I3C and the recovery 
interface before releasing Caliptra from 
reset

BMC

OCP Recovery & PLDM T5

Caliptra Subsystem - streaming boot target

I3C Recovery 
Interface

OCP Recovery target

MCU ROM and 
Runtime

PLDM image loader

Caliptra Core
Authenticates vs SoC 

Manifest

Target locations
MCU RT, SoC Manifest, and SoC images placed at their AXI addresses

I3C Streaming Boot

Caliptra Workshop 14



USB streaming boot: roles and setup

Caliptra Workshop

USB host and recovery device

The host enumerates the USB device, discovers 

recovery capabilities and pushes recovery images.

The USB core exposes OCP Recovery commands 

on EP0, buffers image data and reports status.

MCU and Caliptra firmware

MCU firmware initializes USB, installs descriptors and 

completes standard enumeration with placeholder 

recovery registers.

Caliptra finalizes capability, identity and status 

registers when online, enabling host recovery 

discovery.

14

Recovery host

USB EP0 OCP Recovery

Caliptra Subsystem: USB recovery

USB core
EP0 and image 
buffer

MCU firmware
USB setup

Caliptra
Recovery 
readiness

MCU initializes USB and recovery registers
Caliptra finalizes capabilities, identity and status



The BMC establishes the trusted runtime, then the live MCU pulls the rest.

➢ Phase 1 — OCP Recovery: BMC pushes an 

ordered image set (Caliptra FW, SoC manifest, 

MCU runtime) over the register interface. No 

MCTP/PLDM/runtime yet.

➢ Handoff: MCU runtime starts, exposes an 

MCTP endpoint; bus ownership changes.

➢ Phase 2 — DMTF PLDM Type 5: MCU pulls 

remaining SoC images via 

RequestFirmwareData; BMC acts as Update 

Agent.

➢ Caliptra authenticates and gates every stage 

— streaming boot is the normal boot path.

Power-on

Phase 1 — OCP Recovery
Caliptra Core FW · SoC manifest · MCU RT

Handoff — runtime + MCTP up

Phase 2 — PLDM Type 5
Remainder SoC images

Authenticate · Activate · Boot

Two-phase streaming boot

Caliptra Workshop 18



01   Install Linux or WSL host tools

02   Clone the repository and submodules

03   Check the development environment

04   Run the Core and MCU emulators

05   Run emulator integration tests

Getting started with firmware

Caliptra Workshop 19



What to do

• Commands target Linux or WSL.

• Install git, curl, and a C build toolchain 
with your OS package manager.

• Install rustup, which manages the Rust 
compiler and Cargo; choose the default 
option.

• Open a new terminal or load Cargo into 
the current shell, then confirm the 
version.

Command / example output

$ sudo apt update
$ sudo apt install -y build-essential curl git
$ curl --proto '=https' --tlsv1.2 -sSf \

https://sh.rustup.rs | sh
$ source "$HOME/.cargo/env"
$ cargo --version

Step 1: Install the host tools

Caliptra Workshop

Example output varies by repository revision and environment.

20



What to do

• Clone with --recursive so the Caliptra 
hardware submodule comes down too.

• Confirm submodules with git submodule 
status --recursive; each initialized line 
begins with a space.

Command / example output

$ repo=https://github.com/chipsalliance
$ git clone --recursive \

"$repo/caliptra-mcu-sw.git"
$ cd caliptra-mcu-sw
$ git submodule status --recursive

Step 2: Clone the repository

Caliptra Workshop 21



What to do

• From the repository root, confirm the 
pinned compiler with rustc --version.

• Optionally run the full pre-submit check: 
cargo xtask precheckin.

• It builds firmware and runs format, lint, 
unit, and integration checks, so the first 
run takes several minutes.

Command / example output

$ rustc --version
$ cargo xtask precheckin
$ echo $?
0

Step 3: Check the environment

Caliptra Workshop

Example output varies by repository revision and environment.

22



Step 4: Run the emulators

Caliptra Workshop 23



What to do

• Run cargo xtask test to build the required 
firmware and run the integration tests on 
the MCU emulator through cargo nextest.

• The run succeeds when it exits with 
status 0 and the summary reports no 
failed tests.

• Output below is from one emulator-test 
shard of a successful upstream run.

Command / example output

$ cargo xtask test

Example shard result:
146 tests run: 146 passed
1144 skipped

Example second shard:
2 passed, 217 skipped

Step 5: Run the emulator tests

Caliptra Workshop

Example output varies by repository revision and environment.

24



https://caliptra.io/

Specs

• Main Caliptra specification 2.0
• Caliptra Subsystem Hardware Specification

• ROM 2.x Specification

• FMC 2.x Specification
• Runtime 2.x Specification

• MCU Firmware and SDK specification

References

Caliptra Workshop 26



Questions

Please join us in co-developing an industry compliant RoT SDK

Zach Halvorsen & Vishal Soni

caliptra.io



From Caliptra Specification

to Silicon Reality .
Lessons Learned with Ecosystem Partners
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.

Qualified Foundation for Caliptra and SoC

From IP to Services: Evolution with Caliptra

◼ PUFsecurity has a strong track record providing security solutions to the industry

◼ From foundational security IPs up to turnkey services to accelerate Caliptra adoption

Production-Ready All-in-One Anchor

v2.x Silicon

2024 20262021

Design-in /

Production

v1.x Silicon

v2.x Turnkey

1000+

100+

2+

10+

Caliptra with PUFrt

Turnkey Services

PUFrt

Secure OTP

Anti-Tamper

TRNGPUF

FW / SDK

FPGA
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The image depicts a detailed layout of a computer processor with various components and circuits interconnected, possibly illustrating an integrated circuit design.

AI 

產生的內容可能不正確。

https://www.youtube.com/watch?v=LM2G4EYWHiQ
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.From Open Specification to Real Silicon

More are needed in real silicon

◼ Entropy and immutable storage

◼ Vendor-specific verification flow

◼ Certification & Caliptra Trademark

Open-source offering

◼ Caliptra RTL and software

◼ Standard verification flow

◼ Reusable OCP S.A.F.E. certification

Ref. https://chipsalliance.github.io/caliptra-web/# 
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.Considerations for Physical Implementation

Unique Device Secret

◼ Device secret

◼ Provisioned/generated

◼ Source of obf. Key

Fuse Macro

◼ Security Storage

◼ Interface with Fuse CTRL

◼ Yield & Reliability

Noise Source

◼ For Caliptra iTRNG

◼ For UDS generation

◼ FIPS certification (ESV)

Caliptra 

Core

Fuse 

Macro

UDS

Noise 

Source
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.Fuse Map and Provisioning Requirements

◼ Caliptra fuses

◼ IDevID-cert signatures

◼ MCU-ROM fuses

◼ SoC fuses

◼ Yield in adv. nodes

◼ Retention & endurance 

◼ Self-repair & ECC

◼ Built-in testing

◼ Lifecycle transition

◼ Ownership transfer

◼ Security version number

◼ Anti-rollback protection

OTP/Fuse Density Yield & Reliability Field Programmability

Final Test ODM Datacenter

• UDS provisioning

• IDevID endorsement

• LCC tokens

• SVN programming

• Anti-rollback lock

Wafer Probe

• Manufacturing tests

• Test function lock

• FE programming

• LDevID endorsement

• Owner PK Hash

Lifecycle Provisioning Flow
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.SoC-Level Integration & Debug Considerations

◼ AXI fabric integration & verification

◼ Memory macro instances

◼ Compatibility with legacy design

SoC Integration Considerations

◼ JTAG TAP multiplexing

◼ Chip-level TAP integration

◼ Debug strap signal implementation

Caliptra-compliant Debug Design

AXI 

Interconnect

Caliptra 

Core

Fuse

Controller

Caliptra 

Fuse Macro

Core TAP

LCC MCU

LCC TAP MCU TAP

Address 

Translation
Rest of SoC

CLTAP

SoC Fuse

Macro

SoC debug implementation

…
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.PUFrt: All-in-one Physical Anchor for Caliptra

◼ Pre-hardened PUF →assured randomness for UDS seed

◼ Qualified anti-fuse OTP in most advanced processes → reliable storage for key and LCS

◼ ESV certified Noise source → met SP800-90B requirement for Caliptra iTRNG

◼ Integrated design with access control & anti-tampering → physical security

◼ Advanced Technology support down to 3nm silicon (2nm and below are coming)

Fuse

Controller

iTRNG

UDS seed

PUFrt

OTP

PUF

Noise Source

F
u

s
e

 I/F

A
P

B
 / A

H
B

For production 

tests, DFT, … etc.

Subsystem
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.Turnkey Services for Caliptra

Pre-integrated IP Package

◼ Design Reference Kit (Physical & Digital IPs)

◼ Integration and Testing Guide

◼ MCU SDK with PUFrt drivers

Pre-Verified/Certified Design

◼ FPGA Verification Platform

◼ OCP S.A.F.E. Evaluated IP

◼ NIST ESV Certified Entropy Source

Technical Support Services

◼ Pre- and Post-Silicon Support 

◼ Certification support (e.g., OCP S.A.F.E.)

Caliptra with PUFrt

Turnkey Services

PUFrt

Secure OTP

Anti-Tamper

TRNGPUF

FW / SDK

FPGA
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.Dual Interface Design for Caliptra & SoC

◼ Caliptra and SoC can share the same OTP macro to save area – e.g., boot code or trimming bits

◼ OTP partition for Caliptra is hardware-isolated from SoC access, preventing illegal access

◼ DFT functions are enabled with specific APB bridges, e.g., MBIST and JTAG

◼ Debug/DFT access to SoC OTP is also controlled by Caliptra’s lifecycle state

OTP

PUF

TRNG

A
P

B

A
P

B
M

U
X

FBI2APB

TDR2APB

System 

APB Bus

MBIST

JTAG 

TDR

Caliptra Fuse

F
u

s
e

 I/F

PUFrt I/F extensions
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.OTP is Foundational for Caliptra and SoC 

Anti-fuse OTP is a better choice for Caliptra

◼ Better area efficiency in advanced node & large density

◼ More reliable especially supporting many read cycles

◼ Anti-fuse is field programmable

Emerging use cases for the entire SoC

◼ Support boot code patch (e.g., MCU-ROM patch)

◼ Support DFT and SRAM repair

◼ Trimming for PVT sensors Density

Die Area

# Caliptra & SoC Fuses

Area 

saving

DFT / SRAM 

Repair
More SRAM used in 

HPC / adv. node

Boot Code
Enhanced flexibility for 

developers

Trimming for 

PVT sensors
Distributed sensors for 

performance tracking

Emerging Use Cases
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.Highly Robust OTP with Silicon-Proven Record

Silicon proven yield and reliability

◼ Built-in OTP self-repair, ECC and voting scheme for yield and reliability

◼ Qualified retention and endurance with HTOL and HTST

Widely available across foundry, process type, and technology nodes

◼ Mainstream logic process for HPC, Networking, SSD controller, BMC, …

◼ HV/BCD process for PMU & DRAM process for LPDDR, HBM, …

Qualified Production

Taped-out

Developing

Mainstream Logic

High-V / BCD

DRAM

5

nm

6

nm

7

nm

12

nm

14

nm

28

nm

40

nm

> 40

nm

4

nm

3

nm

2

nm

< 2

nm

Tech. Node

Process Type
22

nm

16

nm

more…
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.Simple and Secure Manufacturing Test Flow

Built-in test routine for ATE without additional testing FW

◼ One-touch PUF enrollment – enables UDS without provisioning

◼ Auto-repair and margin-read function – ensures production yield and reliability

Caliptra-compliant testing design with zero-backdoor

◼ No additional analog pad – eliminates the risk of backdoor access

◼ Test function locking mechanism – adds extra protection for test access control 

A
P

B
M

U
X

TDR2APB

APB

JTAG 

TDR

A
P

B

Hard Macro
(OTP/PUF/TRNG)

Test Mode 

ControllerF
u

s
e

 I/F

PUFrt
ATE / Test Program

Access determined by 

Caliptra Lifecycle State
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.OCP S.A.F.E. and Caliptra Trademark

◼ PUFrt has gone through OCP S.A.F.E. audit done by Tetrel (Scope3)

– Repo: github.com/opencomputeproject/OCP-Security-SAFE/tree/main/Reports/PUFsecurity

◼ Caliptra Trademark assessment is also conducted, covering:

– UDS Seed and Field Entropy

– Obfuscation Key

– Fuses Management

– Random Number Generator (RNG) Implementation

https://github.com/opencomputeproject/OCP-Security-SAFE/tree/main/Reports/PUFsecurity/2026
https://github.com/opencomputeproject/OCP-Security-SAFE/tree/main/Reports/PUFsecurity/2026
https://github.com/opencomputeproject/OCP-Security-SAFE/tree/main/Reports/PUFsecurity/2026
https://github.com/opencomputeproject/OCP-Security-SAFE/tree/main/Reports/PUFsecurity/2026
https://github.com/opencomputeproject/OCP-Security-SAFE/tree/main/Reports/PUFsecurity/2026
https://github.com/opencomputeproject/OCP-Security-SAFE/tree/main/Reports/PUFsecurity/2026
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.Pre-Integrated Caliptra-SS for MCU Bring Up

Use the official Caliptra reference FPGA platform

—no FPGA or platform migration required. 

❮ ❯ Code

Versal AI Core 

Series VCK190 Ev-Kit

Customer’s Design

Pre-integrated and fully validated Caliptra-SS + PUFrt 

for immediate development and seamless migration.

Develop your own MCU software on FPGA platform.
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.Pre-Integrated Caliptra-SS for MCU Bring Up

Use the official Caliptra reference FPGA platform

—no FPGA or platform migration required. 

❮ ❯ Code

Versal AI Core 

Series VCK190 Ev-Kit

Customer’s Design

Pre-integrated and fully validated Caliptra-SS + PUFrt 

for immediate development and seamless migration.

Develop your own MCU software on FPGA platform.

Available on 
GitHub!

Bring Up

Your Own Caliptra

The image depicts a QR code with a black background and white bars.

AI 

產生的內容可能不正確。

https://github.com/pufsecurity-caliptra/Caliptra-Subsystem-with-PUFrt
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.

PUFrt Physical Anchor

- Full-compliance with Caliptra integration guidelines

- First Caliptra v2.1 in silicon adopts PUFrt

Successful Partner Adoptions

Technology Foundation

- OTP and PUF widely available across technology

- Silicon-proven yield, reliability, and testability

Networking

Storage 

Caliptra

v1.x

Caliptra

v2.x

28nm 6nm 5nm 4nm 3nm

BMC

HPC

10+ Turnkey Services

- Two pioneer partners adopted our solution

- Pre-integrated FPGA platform publicly available

12nm
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Takeaways

From open spec to real silicon: the SoC integration gaps
Bringing Caliptra into production requires solving critical challenges: physical 

primitives, legacy compatibility, debug isolation, and manufacturing test.

PUFrt physical anchor: dual interface & zero-backdoor OTP
An all-in-one physical anchor that harmonizes Caliptra with host SoC, 

delivering high-yield anti-fuse without physical test backdoors.

Turnkey services: accelerating ecosystem adoption:
Pre-integrated IP and end-to-end engineering support—empowering partners 

to de-risk adoption and achieve first-pass silicon success.

https://www.pufsecurity.com/caliptra-solutions/


Thank You .
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Caliptra

SECURITY

Bharat Pillilli, Microsoft
Zach Halvorsen, Software Engineer, Google

Caliptra RFC Process



Overview



Process

90

Two type of changes, both via GitHub:

1. Small

a. [Optional]: File an issue track

b. implement the change (via a PR)

2. Large

a. draft an RFC as an issue

b. seek discussion from consortium

c. seek approval from TAC

d. apply any changes requested

e. implement the change (via several 

PRs)



What is a “Large” change?

91

● Architecture

○ New HW component

○ Large changes e.g. upgrade Veer from 32-bit to 64-bit

● Boot process

● API

○ Command set

○ Register layout

○ Input/Output

● Security posture

● Maintenance

○ Tools

○ Tool Versions



RFC GitHub Issue Template

HEADER & ABSTRACT

● Title format: [RFC] {RFC title here}

● Brief abstract summarizing proposed 

changes

SCOPE & IMPACTED REPOS

● Affected repos: project, hardware, software

● Impacts: Specs/docs, FIPS 140-3, APIs, 

resources, perf

RATIONALE

● Motivation and justification for proposed 

change

● Target Caliptra release version justification

IMPLEMENTATION TRADEOFFS

● Design alternatives considered & why 

internal to Caliptra

● [Optional] Links to dev work & test results

TIMELINE & TEST PLAN

● Target release & milestone schedule

● Test plan & suite: env, TB/FPGA, randoms, 

pass criteria

MAINTENANCE

● Responsible point(s) of contact

● Ongoing maintenance and support plan



RFC Approval 

93

● Caliptra TAC designates delegates

● Delegates review proposals weekly

● Implementation permitted to begin (e.g. as RFC collateral)

○ Contributions not accepted or merged until RFC approval

● Delegates will correspond with proposer and provide response on the 

RFC



A few changes since last presentation

RFC BOARD & STATUS

Public board of RFCs and their status. 

https://github.com/orgs/chipsalliance/projects/11/views/4

RFC SUBMISSION REPOSITORY

All RFCs should be submitted to the Caliptra top-

level repository

https://github.com/chipsalliance/Caliptra

https://github.com/orgs/chipsalliance/projects/11/views/4
https://github.com/chipsalliance/Caliptra


HW RFC 
Timeline

RFC Submission Details



Hardware RFC Submission Timeline
Standard process and milestone cadence for annual hardware feature releases

1. Open Submissions
4 Months Prior

RFC window opens. 

Community submits new 

hardware feature 

proposals for review.

2. Review & 
Selection
1 Month Prior

New submissions close. 

Selection committee 

decides final release 

feature set.

3. Announcement
OCP Global (Oct)

Official public 

announcement of next 

year's planned hardware 

features.

4. Implementation
1-Year Duration

Engineering teams 

implement decided 

features for full release 

next year.

Example Execution Timeline (Target Release: October 2028)

June – August 2027

Accept RFC Submissions

3-month open call for proposal 

submissions.

September 2027

Make Decisions

Submissions close; finalize selected 

2028 features.

October 2027

Announce Features

Announce 2028 feature set at OCP 

Global; begin 1-yr build.



2026-2027 Hardware RFC Execution Timeline
Accelerated cycle for current year feature releases

1. Open Submissions
Now Active

RFC window is currently 

open. Accepting 

hardware feature 

proposals for the 

upcoming cycle.

2. Submissions Close
End of November

Call for proposals 

officially closes at the end 

of November.

3. Review & 
Selection
December

Selection committee 

reviews proposals and 

decides final feature set.

4. Announcement
January

Official public 

announcement of 

selected features and 

rollout roadmap.

Current Execution Schedule

Now – November 2026

Accepting RFCs

Open call for proposal submissions 

currently underway.

December 2026

Make Selections

Submissions closed; committee 

evaluates and finalizes feature 

choices.

January 2027

Announce Features

Announce final hardware feature set; 

initiate implementation phase.



RFC Progress & Status

98

CHIPS Alliance Technical Steering Committee Board Overview

17
Finished / Merged

Proposals fully reviewed, 

approved, and integrated into 

official specifications or 

repository standards.

9
Under Review

Active community discussion 

and Working Group evaluation 

currently underway.

3
In Implementation

Approved RFCs actively being 

implemented into target 

codebases and hardware 

designs.

59 Total RFC Submissions
Active proposals tracked across the CHIPS Alliance organization workspace.



A Word on Trademark

99

➢ Engage with SRP early, >6 mo from tapeout

➢ Get PSIRT access, confirm checklist version for product with WG

➢ Ask WG clarifying questions early on. May inform architecture, e.g.

▪ PUF vs Fuse

▪ RTL Keys vs ECO

▪ Scan chain design

Trademark versioning is coming 

(A checklist specific to a RTL/FW release)



Industry Contributions

- Marvell & MCU ROM patching

- Seimens & USB VIP

- NXP & USB2

- We will deep dive on this ‘large’ RFC example 



Thank you



HARDWARE ROOT OF TRUST ·  CALIPTRA

Integrating a PUF into Caliptra:

Hardening the Root of Trust

What we did, why we did it, and what we learned

Craig Barner

Senior Distinguished Engineer, Custom Silicon Engineering, Marvell

A practical, experience-based look at adding a Physically Unclonable Function to a Caliptra-based 
root of trust



AGENDA

Five stops on this story

2

1 The problem

Why a fused secret alone is a liability

2 The idea

Strengthening the Unique Device Secret with a PUF

3 The safety net

A disable path that never becomes a backdoor

4 The tension

Certifying entropy quality without exposing the secret

5 The lesson

Locking debug access to the right lifecycle state



THE PROBLEM

Root Value Is a Static and Fixed Target

3

• Caliptra's identity chain starts with an Unique Die 

Seed, which anchors every key derived afterward

• Traditionally, generated at random once, and 

permanently burned into on-chip fuses (deobfuscated 

at boot)

• A fused seed is powerful, but it is also static: once a 

value exists anywhere, it is a fixed target for the 
lifetime of that value

The question we asked:

Could the root secret be derived from something that is never 

stored, never shared, and unique to every chip?



THE IDEA

A Physically Unclonable Function

4

• What it is: A hardware IP block that leverages random, 

intrinsic manufacturing variations to generate a 

reproducible unique physical fingerprint for a chip

• What it does: Produces a device-unique secret key for 

security uses like authentication and encryption, without 

ever storing that key in memory 

• How it works: It regenerates the same key each time from 

its physical entropy source, verifying it against OTP stored 

(non-secret) helper data instead of storing the key itself

A PUF turns “a secret we must protect forever” into “a secret 

that only exists for a moment, on that chip, when it's 

needed.”



THE DESIGN

Defense in depth, not replacement

5

• Rather than replacing the fuse-based secret, 

we combine the PUF's output with it using a 

simple XOR operation

• The combined result depends on two 

independent things: a value stored in silicon 

fuses, and a value that only exists physically in 

the PUF hardware.

• This is additive by design, it strengthens the 

existing secret rather than creating a new 

single point of failure.

An attacker now has to compromise both the fuse contents 

and the unclonable PUF response — not just one or the 

other.



THE SAFETY NET

A disable path that degrades, not breaks

6

• We built in a seamless fallback path that allows 

the PUF contribution to be disabled.

• When disabled, the resulting secret is 

mathematically indistinguishable from the 

original fuse-only implementation.

• This safety net gave engineering the confidence 

to deploy the PUF, knowing a validated fallback 

existed if issues ever emerged at production 

scale.

Proven in verification: the disabled path is bit-for-bit 

identical to the original fuse-only value



THE DISABLE SWITCH

A fleet-wide failsafe

7

PUF ACTIVE FLEET PUF DISABLED FLEET

Fleet-Wide
 Policy Decision

Governance matters as much as cryptography.

NEVER SPLIT THE FLEET

Any disable decision is deliberate 

and fleet-wide;  never a partial 

split between PUF-active and 

PUF-disabled devices.

AUTOMATIC RECOVERY

MCU ROM detects an aging-

check failure and falls back to the 

fuse-only secret automatically; 

never a bricked part.

NOT A REPAIR TOOL

Not used to rescue individual 

parts during manufacturing test 

for yield; this is a fleet-safety 

mechanism only.

PUF SPLIT FLEET



THE TENSION

Proving entropy quality without exposing the secret

8

Every debug or certification hook becomes part of the security boundary.

• How do you prove entropy quality without exposing the secret?
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1  INSTANTIATE

Mailbox cmd: PUF_INSTANTIATE_CMD

•  Health test

•  Generates the stable-bits (entropy)

•  Programs helper data into PUF OTP (one time)

•  No key generated

2  ACTIVATE

Mailbox cmd: PUF_ACTIVATION_CMD

•  Generates key

•  Burns Aging Reagent + REAGENT_DONE flag

•  Disables stable-bit read permanently 

•  One-time, irreversible

3  EVERY BOOT AFTER

Automatic on each boot

•  PUF regenerates key + runs aging test

•  Key goes to Caliptra only (XOR with UDS seed)

•  MCU sees only a 64-bit digest

Who can read the raw PUF entropy?

Before activation MCU can read it only in RMA

  After activation Hardware rejects every MCU command to the PUF, in every lifecycle state

ROM blocks Manufacturing/Production until activation is complete (or PUF is disabled).

THE RESOLUTION

Hardware Protects Root entropy : readable only in RMA, and never after 

activation



CLOSING THE GAP BEFORE PRODUCTION

Lifecycle enforcement

10

• A device must never reach Manufacturing or 

Production with a path to PUF key extraction still 

available.

• MCU ROM enforces this policy by validating that 

debug access has been irreversibly disabled and 

stopping boot if the check fails.

• Before exiting test and validation, the device must 

either activate the PUF and lock debug 

permanently or disable PUF participation 

altogether.

Only designated sampling parts retain PUF-read 

capability; all others permanently disable PUF output 

before production.



TAKEAWAYS

What we'd tell another team doing this

12

Start with the threat model, not the feature

Only add complexity where it closes a real, articulable risk

Build safety valves with governance attached

Know in advance who can flip the switch, why, and scope it fleet-wide

Treat every debug and certification hook as a security control

Scope it to the narrowest lifecycle window possible

Verify the “off” state as rigorously as the “on” state

Graceful degradation matters as much as the new feature working

Look for existing behavior that already gives you the safety property

Before adding new logic, check what the system already enforces



Closing Thoughts

A PUF let us turn a permanently stored secret into one that exists only for a moment, on 

one physical chip. Every added capability — combination, disable, debug, entropy 
measurement — was scoped by a matching safeguard.

The result: a root of trust that is stronger, still falls back safely, and never leaves a 

production device with an open door.

Thank you — happy to take questions

13
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NETWORK BOOT & 
RECOVERY

Use Case Application: 
A System BMC Recovery

1
1
4

A Collaboration of ASPEED & Microsoft
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A  U S E  C A S E

An Unrecoverable Platform BMC
Recovery/streaming boot available for devices 
downstream of BMC

1
1
5

• RISKS:
• Systems are permanently disabled
• Manual intervention costly in 

hyperscale environments

• Constraints
• Needs a scalable path at DC level to recover
• Secure image retrieval
• Resilient fallback path

What if BMC cannot boot?
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T H E  A P P R O A C H

Add the network as another boot source
A Network Boot Coprocessor (NBP) fetches images; the existing Caliptra boot path verifies them.

Design goals

1 Minimal MCU ROM footprint
Network stack lives in the NBP, not in MCU ROM

2 Consistent with OCP streaming boot
Early firmware uses the same Recovery I/F

3 Trust anchored in Caliptra
Images are verified; the transport is not trusted

4 Resilient fallback
Used when flash boot fails; optional write-back to flash

Solution

• Dedicated coprocessor with a ROM network stack 
(DHCP + TFTP)

• Automatic network setup; IPv6 preferred, IPv4 fallback

• A TOC maps firmware IDs to image files

• Images streamed to the MCU in chunks; the MCU feeds 
Caliptra

• Same path loads the remaining SoC images at runtime

First practical use case: BMC self-recovery
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A R C H I T E C T U R E

Three roles, one trust boundary
SoC

Caliptra Subsystem

Caliptra

Recovery I/F

IPC 
(Mailbox etc.)

MCU ROM

MCU Runtime

Network Boot Processor
Network ROM

• DHCP client
• TFTP client
• FW ID → file (TOC)

Ethernet

Image Server
DHCP server
TFTP server
TOC + images

MCU orchestrates

Which image next and where it goes; 
writes the bytes

NBP transports

Network setup, TOC lookup, chunked 
download; no trust decisions

Caliptra decides

Verifies early firmware; authorizes every 
SoC image
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M C U  N B P  I N T E R F A C E

Boot Source Provider: one interface, any source
MCU firmware requests images by logical firmware ID; the provider hides where the bytes come from.

Operation Purpose

initiate_boot Network setup, fetch TOC

get_image_metadata Size, checksum, version

download_image Chunked stream, ACK per chunk

finalize Release resources

Network is one provider; the same interface can front other boot sources.

Firmware ID Image

0 Caliptra FMC + RT

1 SoC Manifest

2 MCU Runtime

0x1000_0000+ SoC images

Why DHCP + TFTP

• Fits a ROM environment
• Trust does not rely on the transport
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T W O - S T A G E  B O O T

Two stages, two Caliptra trust gates
The NBP stays available after Stage 1 so MCU Runtime can fetch the remaining SoC images.

Stage 1 · MCU ROM Stage 2 · MCU Runtime

Images Caliptra FMC + RT, SoC Manifest, MCU Runtime Remaining SoC firmware

Data path NBP → MCU ROM → Caliptra Recovery I/F NBP → MCU RT → load address from SoC manifest

Boot model Same as OCP streaming boot (I3C / USB) MCU RT image loader

Trust gate Caliptra verifies, as in any streaming boot Caliptra RT authorize() per image

Optional flash write-back: recovered images are committed to flash after authorization (default) or after boot success.

DHCP

Offer

InitiateMCU ROM

Initiates recovery 
boot

Network ROM

BootSourceProvider

Image Server

DHCP + TFTP
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S E C U R I T Y  M O D E L

The network delivers bytes. Caliptra decides trust.
U N T R U S T E D

Network + NBP

• DHCP / TFTP unauthenticated, 
unencrypted

• NBP makes no trust decisions

• Worst case: denial of service

C O N S T R A I N E D

MCU

• Writes only to the Recovery I/F or 
manifest-defined load addresses

• Acts on Caliptra's verdict

T R U S T E D

Caliptra

• Same verification as flash or streaming 
boot

• SoC manifest binds addresses and 
digests

• authorize() gates every SoC image

Hardening the untrusted side

• Minimal DHCP / TFTP feature set
• Bounded chunk sizes, timeouts, retries

• NBP isolation: own ROM / SRAM, MCU-controlled reset, AXI 
filtering

• Image server on an isolated management network

Out of scope: image confidentiality in transit; availability against on-path attackers.
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T H E  T A K E A W A Y

From “stranded” to “recoverable”
NBP breaks the dependency on a single local firmware source.

1 Local boot Try normal firmware

2 Decision Usable image?

3 NBP Find + stream firmware

4 Caliptra Authenticate + authorize

5 Continue Boot the platform

Optional: stage recovered images and write them back to flash for the next boot.

1
2
1
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ASPEED DEMO / VIDEO

Network boot demo video
From early firmware loading to Linux kernel startup
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1
2
3

Building with Caliptra

OTP

Fuse 
Wrapper+ 

Macros

Ethernet 
CTRLR
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1
2
4

NBP Subsystem

ROM

ROM- 
AXI IFC

SRAM 
(DCCM)

NBP Core
DCCM Access

Filtering

NBP/MCU 
SQ/CQ Pair

nbp_rst_b

Ethernet 
CTRLR

NBP SS + Caliptra 2.1 SS

Fuse 
Wrapper+ 

Macros

Building with Caliptra

OTP
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Next: What the NBP architecture enables
The architecture is less about one coprocessor and more about making recovery pervasive, uniform, and rack-scale ready.

• Eliminate the BMC’s last mutable firmware flash dependency.

• Use one mainstream firmware-load path for both boot and 
recovery.

• Reduce/Eliminate custom-made GPIO, mux, timing, and 
physical-service recovery flows.

• Support faster, infrastructure-controlled update and recovery 
at rack scale.

• Preserve Caliptra as the authenticator while NBP remains the 
staging engine.

• Move upcoming BMCs toward native network-boot capability.

BOTTOM LINE: THE FIRMWARE LOAD INTERFACE BECOMES THE RECOVERY INTERFACE
1
2
5

Per device 
brittle recovery

Per rack uniform 
boot & recovery
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More Information…

Network Boot Spec
MCU ROM Source Code
NBP Source Code
Network Boot Demo @ OCP – Visit MSFT Booth

https://github.com/chipsalliance/caliptra-mcu-sw/blob/main/docs/src/network_boot.md
https://github.com/chipsalliance/caliptra-mcu-sw/blob/main-2.1/rom/src/recovery/network.rs
https://github.com/chipsalliance/caliptra-mcu-sw/tree/main-2.1/network


Caliptra Onboarding for ODM 
Partners 
Silicon Lifecycle & Debug
Device provisioning stages, fuses, and debug unlock

ATE / Factory ODM Board Build System Integration Datacenter / RMA





Life-Cycle States Across the Provisioning Stages
Which LCC states each stage lives in, and where debug unlock, RMA and SCRAP become possible

01
ATE / Factory

Silicon vendor

RAW

TEST_UNLOCKED

MANUF

02
ODM Board Build

ODM board + system build

MANUF

PROD

MANUF debug

PROD debug (level 0+)

03
System Integration

ODM system integration

PROD

PROD debug (level 0+)

04
Datacenter / RMA

CSP operations

PROD

PROD debug (level 0+)

RMA

SCRAP

From ODM board build onward: both MANUF and PROD parts can enter debug mode
End of life: RMA opens hardware debug; SCRAP disables the device.

Caliptra ODM Onboarding 5

MANUF debug



PCIe Cards

SoC Debug Capabilities and Expressing Debug Intent
What the Caliptra Subsystem offers the SoC at t=0, and the construction-specific paths for delivering the intent

What the subsystem provides

1. Time-zero HW and ROM debug — the debug intent is sampled only 

at t=0; once authorized, the Caliptra and MCU TAP interfaces open.

2. Secrets first — UDS and Field Entropy are wiped or never latched, 

so no identity keys can be derived in debug mode.

3. Delivery is SoC construction specific — how DEBUG_INTENT 

reaches the subsystem is the integrator's choice; authorization is 

unchanged.

Delivering the intent: Platform integration view

A dedicated GPIO, or a protocol bus such as I3C 
— the Caliptra-side contract is identical

Where the intent lands: the Caliptra Subsystem inside the SoC

Caliptra ODM Onboarding 5

SOC

Caliptra Subsystem

Caliptra 
CoreDebug_INTENT_GPIO

SOCs w/ 
dedicated GPIO

PCIe Cards

Platform 
HW

Protocol Bus
(e.g. I3C)

ASIC



SOC Hardware Debug over JTAG (t=0) Unlock Flow
What the debug manager, the SoC and the Caliptra Subsystem each do, from t=0 through runtime

1

Assert SoC DEBUG_INTENT 
GPIO
Debug Manager expresses the intent to 
debug before power good — it is only 
sampled at t=0.

2

Set Caliptra BootFSMBrk
Boot FSM is halted if we want to debug 

Subsystem with ROM.

3

SoC powers up
Power good reaches the subsystem;.

4

Caliptra samples the debug intent
At t=0 only. UDS and Field Entropy are 

wiped or never latched, so no keys can be 

derived.

5

ROM or RT FW evaluates the 

credential

Note: Don’t forget to assert 

BootGO if you set BootFSMBrk

6

Caliptra debug ports open

7

SoC debug ports open
MCI mask registers OR in DFT_EN, 

SOC_DFT_EN and SOC_HW_DEBUG_EN 

for the granted level.

8

ROM or RT FW runs with debug 

ports open

Caliptra ODM Onboarding 7



SOC Hardware Debug over JTAG Unlock Flow at RT
Platform wants to unlock SOC at  a future time

Assert SoC DEBUG_INTENT 
GPIO
Debug Manager expresses the intent to 
debug before power good — it is only 
sampled at t=0.

2

Set Caliptra BootFSMBrk
Boot FSM is halted if we want to debug 

Subsystem with ROM.

SoC powers up
Power good reaches the subsystem;.

Caliptra samples the debug intent
At t=0 only. UDS and Field Entropy are 

wiped or never latched, so no keys can be 

derived.

SOC FW Loads (Caliptra, MCU etc. 

FW)

Debug Unlock Command Flow 

through Caliptra Core Mailbox

(whenever unlock is required)

SoC (JTAG) debug ports openROM or RT FW runs with debug 

ports open

Caliptra ODM Onboarding 7



SOC Firmware Debug
No need to unlock JTAG
SOC Firmware = “Any” FW except Caliptra core
Pre-step: Set Debug bit in SOC manifest

1

Assert SoC DEBUG_INTENT 
GPIO
Debug Manager expresses the intent to 
debug before power good — it is only 
sampled at t=0.

2

SoC powers up
Power good reaches the subsystem;.

3

Caliptra samples the debug intent
At t=0 only. UDS and Field Entropy are 

wiped or never latched, so no keys can be 

derived.

4

Caliptra samples the debug intent
At t=0 only. UDS and Field Entropy are 

wiped or never latched, so no keys can be 

derived.

5

Caliptra Core FW Runs

6

SOC RT FW Manifest with debug 

bit = 1 loaded/streamed

7

Caliptra core checks if debug 

intent is set

8

SOC debug FW images can 

run (if authentications 

pass)

Caliptra ODM Onboarding 7

Load/Stream Caliptra Core FW



Caliptra Firmware Debug
No need to unlock JTAG
Pre-step: Set Debug bit in SOC manifest

1

Assert SoC DEBUG_INTENT 
GPIO
Debug Manager expresses the intent to 
debug before power good — it is only 
sampled at t=0.

2

SoC powers up
Power good reaches the subsystem;.

3

Caliptra samples the debug intent
At t=0 only. UDS and Field Entropy are 

wiped or never latched, so no keys can be 

derived.

4

Caliptra samples the debug intent
At t=0 only. UDS and Field Entropy are 

wiped or never latched, so no keys can be 

derived.

5

Caliptra Core FW 

Loaded/Streamed

67

Caliptra Debug Image can run if 

passes authentication

Caliptra ODM Onboarding 7

Caliptra core ROM checks if debug 

intent is set



Fuses, Lifecycle, and Debug Unlock Fuses
Fuse map v2.1 — what gets burned, and how a locked production part is opened for debug

Key fuse partitions

SECRET_MANUF_PARTITION

CPTRA_CORE_UDS_SEED — root of the identity chain

SECRET_PROD_PARTITION_0..3

CPTRA_CORE_FIELD_ENTROPY_0..3 — four one-shot slots

SW_MANUF_PARTITION

IDEVID cert attributes, HSM identifier, SoC stepping ID

VENDOR_HASHES_MANUF/PROD

Vendor PK hashes, owner PK hash and valid flag

SW_TEST_UNLOCK_PARTITION

CPTRA_SS_MANUF_DEBUG_UNLOCK_TOKEN

SECRET_LC_TRANSITION_PARTITION

Test unlock, TEST-to-MANUF, MANUF-to-PROD, RMA tokens

Debug unlock

Manufacturing debug unlock

Used while the part is still in MANUF lifecycle state. Needs to be 

provisioned in TEST_UNLOCKED state (unprovisioned security state).

The requester presents the token and Caliptra first applies sha512 and then 

compares it against fuses before releasing enabling debug.

Production debug unlock

For parts already in PROD. No shared secret is burned in.

Authorized by signature: eight CPTRA_SS_PROD_DEBUG_UNLOCK_PKS 

entries hold the public key hashes permitted to authenticate an unlock 

request, so debug authority can be delegated per level and revoked. 

Signing authority is challenged with a nonce

Caliptra ODM Onboarding 4



Caliptra Onboarding for ODM 
Partners
Device provisioning & Certificate Extraction



What Caliptra Gives the Device
A fuse-rooted identity chain, built once in silicon and endorsed through manufacturing

IDEVID

UDS seed in fuses. CSR extracted at ATE 

>

LDEVID

UDS CDI is combined with Field-entropy 

and then generates this certificate

>

ALIASFMC

FMC bound attestation

Roots that must exist before any of this works

UDS seed and vendor public key hashes are burned at ATE, so the part reaches your line already in PROD lifecycle state, secure-boot enforced, running 

production-signed firmware only.

Field entropy is programmed last — after it, LDEVID and everything below it change. Order matters.

Caliptra ODM Onboarding 2



Provisioning Stages and Who Does What
Each stage hands off to the next one a device plus a data set — certificates, CSRs, and serial numbers

01

ATE / Factory

Silicon vendor

• Vendor SoC specific fuses (e.g. PK 

hash, LCC tokens, UEID etc.)

• Manage lifecycle Transitions

• Provision root seeds (e.g. UDS-

seed) and CSR extraction

02

ODM Board Build

ODM board + system build

• Device has a fully functional iRoT

• CSP specific flows happen here 

(e.g. FE programming, LDEVID 

flow, Owner PK hash)

• I3C available to BMC OOB 

communication

• Prod Debug Unlock available for 

HW debug

• Debug FWs can be loaded 

securely

03

System Integration

ODM system integration

• Some ODM board build functions 

may run here (CSP specific flows)

• All ODM board build capabilities 

continue to be available (e.g. 

Endorse ALIASFMC certificate)

• DOT Flow for system (typically 

happens here)

04

Datacenter / RMA

Microsoft operations

• Extract manufacturing, infra-

owner, tenant cert chains

• Attestation using signed firmware 

measurements

Caliptra ODM Onboarding 3



SSDs & Caliptra Subsystem 
State of the SSD Ecosystem

Ulrich Hansen, October 2026



Caliptra for SSDs

Background
• A step-function improvement for SSD Security, 

Recoverability and circularity
• Convergence & adoption conversations with SSD 

ecosystem for ~ 2 years

Objectives for Caliptra Integration for SSDs
• Consistent Caliptra SSD integrations, capabilities and 

behaviors
• Align SSD ecosystem on integration choices & timelines
• Maintain Backward compatibility
• Leverage industry standards



SSD-Specific Caliptra Integration Considerations

• Backward Compatibility  
• SMBUS needs
• Boot FW from NV-Storage
• NVMe-MI and legacy flows

• Streaming Boot
• Support for streaming boot mode through SNIA SFF

• Industry Standards
• TCG Storage feature alignment with OCP LOCK
• Clarifications & Conflict resolutions with specs. Eg: SSD boot timing

A Caliptra Integration Guidance for SSDs



SSD Ecosystem State and Outlook

• Several PCIe Gen6 SSDs with Caliptra Subsystem 2.1 in CY27
• Some vendor-to-vendor variations exist (e.g. OCP DOT)

• Opportunity for more consistency in the next gen Caliptra integrations
• Consistent support for OCP DOT
• SSD standard solution for physical presence detection for sensitive flows (e.g. 

RMA)
• USB out-of-band support with Caliptra 2.2 adoption
• Work with ecosystem to close gaps against Caliptra SS trademark

         Thank you for making Caliptra SS for SSDs a reality!

The Caliptra journey for SSDs has Begun
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Confidential Computing
and Caliptra
in the Era of AI

Building verifiable trust from silicon to models, data, and 
inference

PROTECT MEASURE ATTEST

Roksana Golizadeh-Mojarad, Microsoft

1
4
3

CALIPTRA WORKSHOP 2026
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Why AI changes the trust equation
AI systems combine valuable data, valuable models on a heterogeneous hardware/software stack.

Expanded attack surface

More hardware, firmware, software, and 
pipelines expand risk.

High-value Assets

Protect model weights, data, and 
outputs.

Trust must be established
Trust needs transparent, signed 
evidence.
Fragmented proprietary RoT for CPUs 
and GPUs, … creates visibility gaps.

Core shift
Shift to verifying where AI model runs before sharing 
model and data.

1
4
4

Silicon heterogeneity

CPUs, GPUs, NICs/DPUs, storages and 
accelerators expose different trust 
models and evidence.
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Confidential computing: protect data while it is in use
A hardware-based trusted execution environment (TEE) isolates code and data from higher-privileged software.

1

Encrypt + isolate

Protect workload memory and 
execution inside a hardware-
enforced boundary.

2

Measure

Create cryptographic 
measurements of the launched 
firmware and hardware 
configuration.

3

Attest

Sign evidence so a remote 
verifier can assess identity and 
security posture of system.

4

Release by policy

Release models, or data only 
when evidence satisfies policy.

Outcome: confidential AI enables sensitive workloads to execute with stronger protection and verifiable 
launch conditions.

1
4
5



CONFIDENTIAL AI  |  CALIPTRA CALIPTRA WORKSHOP 2026

Device identity

Hardware-anchored identities 
support authentication and 
lifecycle trust.

Measured boot

Integrity measurements 
extend from immutable code 
into mutable firmware.

DICE / DPE chain

Layered identities and 
measurements bind keys to 
software state.

Sign evidence

Attestation exposes verifiable 
evidence to platform and 
workload policy.

Design intent
Consistency across diverse cloud hardware, without 
forcing every device into the same architecture or 
vendor-specific root of trust.

1
4
6

A confidential platform rooted in Caliptra

CPU TEE

Workload + OS

Platform isolation
Memory / IOMMU / I/O

Caliptra

Workload verifier
Appraises CPU + device evidence

Bound
evidence

PROTECTED I/O FABRIC

GPU
Protected interface

Caliptra

NIC
Protected interface

Caliptra

Storage
Protected interface

Caliptra

Accelerator
Protected interface

Caliptra

SPDM
Identity + evidence

IDE
Link confidentiality + integrity

TDISP
Assigned-interface lifecycle

Caliptra: a silicon root of trust for cloud devices
Caliptra defines a minimal, composable set of root-of-trust services implemented in an SoC or ASIC.
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Complementary roles: Caliptra + confidential computing
Caliptra establishes platform trust; confidential computing enforces workload isolation.

TRUST FLOWS UPWARD  ·  Measurements and identities chain from immutable silicon into firmware and workload state

1 LAYER 1

Caliptra silicon root 
of trust

Device identity, 
cryptographic roots, 
DICE/DPE chain, sign 
evidence

2 LAYER 2

Device firmware + 
configuration

Secure/measured boot and 
authorized updates

3 LAYER 3

CPU / GPU / 
accelerator TEE

Hardware isolation, 
memory protection, TEE 
evidence

4 LAYER 4

AI runtime / 
confidential VM or 
container
Protected execution and 
workload measurement

5 LAYER 5

AI model + data

Policy-gated secrets, 
prompts, weights, training 
data

POLICY FLOWS DOWNWARD  ·  Verifiers decide whether to admit a node, schedule a job, or release AI assets and data

1
4
7
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End-to-end attestation for an AI job
The trust decision should happen before sensitive models or data material crosses the boundary.

1

Measure

Caliptra and attesting FW  
record and log TCB 

measurements, 
configurations, and 

policy.

2

Generate 
Attestation

Attesting FW generates 
attestation report and 

Caliptra signs evidences 
with its DICE identity 

Chain keys.

3

Verify + evaluate

An attestation service 
validates evidence and 

evaluates expected-state 
policy.

4

Authorize

The control plane admits 
the node and releases 

models and data only on 
success.

5

Monitor

Re-attest after firmware 
update, migration, or 

policy updates.

1
4
8

Core shift: AI infrastructure moves from "trusting corporate promises" to "verifying cryptographic reality"
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What this enables for AI
Security becomes an admission-control and data-release property, not only a perimeter property.

Confidential training

Protect proprietary or regulated datasets and 
model weights during computation.

Confidential inference

Keep prompts, retrieved context, model weights, 
and outputs inside an attested environment.

Multi-party AI

Allow organizations to collaborate without 
broadly exposing raw data to operators or peers.

Trusted accelerator pools

Schedule only onto devices whose identity, 
firmware, and confidential-compute state 
satisfy policy.

Verifiable AI services

Provide evidence about the platform state 
behind a service before clients share sensitive 
inputs.

Supply-chain assurance

Connect device provenance and lifecycle 
checks to production admission and 
remediation.

01 02 03

04 05 06

1
4
9
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Architecture decisions and open challenges
The technology is powerful, but production trust depends on clear boundaries, evidence semantics, and lifecycle operations.

Attestation composition architecture

How are CPU, GPU, DPU, BMC, accelerator, firmware, 
and workload claims combined without ambiguity?

Reference values & Endorsements

How are endorsements, reference values defined 
consistency across the ecosystem?

Policy ownership

Who defines acceptable firmware versions or security 
version, debug state, migration policy, monitoring policy 
and revocation behavior?

Lifecycle + updates

How do rollback protection, key rotation, hitless update, 
and re-attestation interact?

Design principle: minimize implicit trust. Make identities, measurements, endorsements, policies, and decisions 
explicit and auditable.

1
5
0
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Data center  - Trends

Data Center Management & Security
• Board Management Controllers (BMCs) provide platform management
• Satellite Management Controllers (SMCs) 

➢ Enhance security as RoT
➢ Extending management capabilities through OBMF 
➢ Enable scalable & disaggregated architectures

Industry transition toward USB for Boot and Management
• USB is everywhere in consumer space! Now USB everywhere in DC is the new theme! 
• Why? – Go to USB Everywhere panel talk at the OCP

Security is at the Forefront through Consistency & Transparency
• Post-quantum security is a must-have capability.
• Open-source Caliptra Subsystem emerging as a widely adopted Root of Trust for securing infrastructure.
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• Open HW ecosystem is a new frontier
− New to the world of hardware but not new concept
− NXP enabling through Contribution & Consumption

• Collaboration & Communication are Key
− Clearly defined required features & capabilities
− Encouraged and Enabled collaborative work between NXP & Caliptra

• Results Speak!
• Started with NXP’s contribution of a well proven silicon USB IP
• USB hub feature added by NXP
• USB OCP streaming boot added by Microsoft
• 21 USB PRs & 12 Caliptra SS PRs into GIT repos spanning design, validation, integration, documentation (more 

coming)
• Intense Collaboration to create Caliptra SS FPGA with USB2 
• USB streaming boot for OCP Demo
• All this work in ~ 3 months!

NXP as a Trend Setter
   With Leadership, Contribution and Collaboration
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• Philips/NXP has a long history in USB2.0 standards and IP development
− Major contributions to USB2.0, eUSB2 v1.2 and UTMI+/ULPI specification
− Internal USB2 IP development for USB2 host, device and hub controllers for more than 25 years.
− NXP USB2 IP controllers have been used in multiple Philips/NXP products and licensed to external 

companies.

• USB2 controller IP is a commodity IP

• Upgrading Caliptra with USB2 comes with major benefits compared to I3C
− Higher bandwidth for the same number of pins and voltage levels.
− Simplified USB hub architecture

• Single USB port to support 2 independent on-chip microcontrollers

A History of NXP USB 2.0 RTL Module
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• Synchronizing internal IP database with Caliptra git 
repository
− Each internal release to be submitted as pull request on 

Caliptra

• USB2 controller IP updates only needed to support 
new requirements
− Hub functionality
− OCP streaming boot

• Code review by CoPilot agent in Github provides 
valuable inputs to improve code.

• Verification testbench to be upgraded with USB2 VIP

• FPGA implementation of controller IP to run USB2.0 
compliance tests

Porting legacy “IP” to public domain

USB Host

One physical USB link

Embedded Virtual USB Hub

Port 0 Port 1

Device 0 — Root of Trust

OCP Streaming Boot, MCTP, 
PLDM, SPDM

Device 1 — Integrator Application

OBMF, MCTP

Caliptra Subsystem

USB Phy

SoC
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A NXP’s Application Example for Next Gen Platforms

• NXP delivers multiple components to data 
center applications and supports the OCP 
trend
− MCX N and MCX A product family
− i.MXRTL315 supports (e)USB2.0 embedded virtual 

hub and USB2 streaming boot
− eUSB2 repeater, hub and bridges

• Scalable to Accelerator Modules

• Supports OBMF over USB

BMC
DC-SCM

DC-SCM connector

Repeater 
PTN322x

SMC-MCU
i.MXRTL315(e)USB2 hub

PTN2EUx

HPM
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DOT In Caliptra

Vishal Mhatre, Emre Karabulut



DOT Key Terms

Term Meaning

Code Authentication Key
Owner’s public key used to verify owner-signed firmware. The corresponding 

private signing key stays with the owner.

Locking Authorization Key
Public key used to verify authorization to unlock/release ownership. The holder 

of the corresponding private key authorizes the operation.

DOT Effective Key
Key derived from the DOT root and fuse-state counter; used to HMAC-

authenticate the DOT blob.

DOT Blob
Persistent ownership record containing CAK/LAK information, metadata, and an 

authentication tag. 

DOT Fuse Counter (n)
Number of burned DOT fuse bits. Tracks ownership transitions and binds the 

blob to the current ownership generation.

Mutable Locking DOT
Ownership persists across power cycles in an authenticated, device-bound DOT 

blob, and releasing ownership requires a LAK-authorized unlock.

Volatile DOT
The owner’s CAK is stored in volatile memory and must be reinstalled after each 

power cycle.



OCP DOT Flow








	Default Section
	Slide 1
	Slide 2: Agenda
	Slide 3: Introduction
	Slide 4: Recognition  Micron
	Slide 5: Recognition  ASPEED
	Slide 6: Recognition  NXP
	Slide 7: Recognition  Flavien Salt
	Slide 8: ASPEED AST1040 & Caliptra 2.1 Subsystem Integration  World’s First Silicon with Caliptra Subsystem
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22: Building a Differentiated Trust Architecture with Caliptra
	Slide 23: The landscape is shifting
	Slide 24: The ring model assumed static principals
	Slide 25: A different kind of trust problem
	Slide 26: Caliptra, one of its kind initiative
	Slide 27: EPYC AMD EPYC™ 9006 Caliptra Integration Philosophy
	Slide 28: UC 1 - Trustworthy execution
	Slide 29: UC 2 - Trustworthy verifiability
	Slide 30: UC 3 – Owner authorization
	Slide 31: UC 4 – Delegated attestation authority
	Slide 32: UC 5 – Trust but verify
	Slide 33: Integration Best Practices 
	Slide 34: Integrator reality: the security value lives in the seams 
	Slide 35: Best practice #1 — define the trust boundary before writing RTL  
	Slide 36: Best practice #2 — treat boot choreography as security architecture   
	Slide 37: Best practice #3 — make LCS, DFT & debug part of the same model   
	Slide 38: Best practice #4 — turn attestation into a product contract   
	Slide 39: Best practice #5 — make upstream security part of product lifecycle   
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63

	預設章節
	Slide 64
	Slide 65: From IP to Services: Evolution with Caliptra
	Slide 66
	Slide 67: Agenda
	Slide 68: Agenda
	Slide 69: From Open Specification to Real Silicon
	Slide 70: Considerations for Physical Implementation
	Slide 71: Fuse Map and Provisioning Requirements
	Slide 72: SoC-Level Integration & Debug Considerations
	Slide 73: Agenda
	Slide 74: PUFrt: All-in-one Physical Anchor for Caliptra
	Slide 75: Turnkey Services for Caliptra
	Slide 76: Agenda
	Slide 77: Dual Interface Design for Caliptra & SoC
	Slide 78: OTP is Foundational for Caliptra and SoC 
	Slide 79: Highly Robust OTP with Silicon-Proven Record
	Slide 80: Simple and Secure Manufacturing Test Flow
	Slide 81: OCP S.A.F.E. and Caliptra Trademark
	Slide 82: Pre-Integrated Caliptra-SS for MCU Bring Up
	Slide 83: Pre-Integrated Caliptra-SS for MCU Bring Up
	Slide 84: Agenda
	Slide 85: Successful Partner Adoptions
	Slide 86
	Slide 87
	Slide 88
	Slide 89: Overview
	Slide 90: Process
	Slide 91: What is a “Large” change?
	Slide 92: RFC GitHub Issue Template
	Slide 93: RFC Approval 
	Slide 94: A few changes since last presentation
	Slide 95: HW RFC Timeline
	Slide 96: Hardware RFC Submission Timeline
	Slide 97: 2026-2027 Hardware RFC Execution Timeline
	Slide 98: RFC Progress & Status
	Slide 99: A Word on Trademark
	Slide 100: Industry Contributions
	Slide 101: Thank you
	Slide 102
	Slide 103
	Slide 104
	Slide 105
	Slide 106
	Slide 107
	Slide 108
	Slide 109
	Slide 110
	Slide 111
	Slide 112
	Slide 113
	Slide 114
	Slide 115
	Slide 116
	Slide 117
	Slide 118
	Slide 119
	Slide 120
	Slide 121
	Slide 122
	Slide 123
	Slide 124
	Slide 125
	Slide 126
	Slide 127
	Slide 128
	Slide 129
	Slide 130
	Slide 131
	Slide 132
	Slide 133
	Slide 134
	Slide 135
	Slide 136
	Slide 137
	Slide 138
	Slide 139: SSDs & Caliptra Subsystem State of the SSD Ecosystem
	Slide 140: Caliptra for SSDs
	Slide 141: SSD-Specific Caliptra Integration Considerations
	Slide 142: SSD Ecosystem State and Outlook
	Slide 143
	Slide 144
	Slide 145
	Slide 146
	Slide 147
	Slide 148
	Slide 149
	Slide 150
	Slide 151
	Slide 152: NXP Contributions to Caliptra Open Ecosystem
	Slide 153
	Slide 154
	Slide 155: NXP as a Trend Setter    With Leadership, Contribution and Collaboration
	Slide 156: A History of NXP USB 2.0 RTL Module
	Slide 157: Porting legacy “IP” to public domain
	Slide 158: A NXP’s Application Example for Next Gen Platforms
	Slide 159: Get in touch
	Slide 160: Thank You
	Slide 161: DOT In Caliptra 
	Slide 162: DOT Key Terms
	Slide 163: OCP DOT Flow
	Slide 164
	Slide 165
	Slide 166


